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The study is devoted to improving the cryptographic protection of confidential information in the management
of forces and means of civil protection, based on the use of advanced matrix cryptographic transformation operations.
A new group of cryptographic transformation operations has been identified, which will improve the quality
of information protection systems of SES of Ukraine. A method for the synthesis of elementary functions of extended
matrix transformation by introducing logical constraint conditions that provide nonlinearity of transformation is
developed, which made it possible to obtain a complete set of operations of extended matrix transformation. Methods
for the synthesis of cryptographic information transformation operations based on extended matrix transformation
have been developed. The algorithm of formation of sequence of pseudo-random numbers on the basis of the expanded
matrix cryptographic transformation and the algorithm of formation of sequence which combines matrix and extended
matrix cryptographic transformation is developed.
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INTRODUCTION. Ensuring the protection Requirements for the level of information
of the population and territories in case of threats  protection inthe structure of the SES of Ukraine began
and emergencies is an integral part of state national =~ to grow with the increase in the number of hacker
security policy. Prevention of emergencies, their attacks. Unauthorized access to information processed
rapid elimination with the least optimal involvement ~ and circulating at information facilities and in
of forces and means of civil protection is of particular information, telecommunication and information-
importance for the physical and moral condition  telecommunication systems of the SES of Ukraine,
of the population and the economy of the country. as well as leakage of information through technical
In any case, all these strategic and tactical actions channels occupy a special place for its dangerous
of State Emergency Service of Ukraine (SES consequences among threats that may lead to
ofUkraine)areaccompanied by complexinformation  disclosure of information.
processes. The exchange of information is carried Ensuring sustainable and reliable operation
out in order to prevent emergencies, minimize of telecommunication networks and system-wide
their consequences and organize a coordinated servers in peacetime and in special periods is the main
response of civil protection forces to emergencies task of cyber security in SES of Ukraine [1]. Ensuring
and dangerous events. Most information processes cybersecurity is one of the priorities in Ukraine’s
in the management of forces and means in  national security system [2].
emergencies are confidential. The efficiency, Today, among the many methods of information
reliability and confidentiality of information is  protection, cryptographic methods have a special
of paramount importance for human security  place [3]. Unlike others, these methods are based
and national security in general. only on the properties of the information itself
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and do not use the properties of its material
media, the features of the nodes of its processing,
transmission and storage.

ANALYSIS OF LITERATURE DATA AND
PROBLEM STATEMENT. Particular attention in
publications on this topic is paid to the mathematical
foundations of methods of information security
theory, cryptography, digital steganography, as
well as the peculiarities of their implementation
and application [4-6].

Recent research and publications include: [7],
where it was researched the operations
of the information’s strict stable cryptographic
coding based on their models’ synthesis when
changing the amount of two operands’ bits; [8],
where algorithms for the use of information-driven
permutation operations to develop them in both
software and hardware cryptographic information
security, and [9], where a prototype was selected
and the cryptographic information security module
was improved. This module fixes information about
the user ID, session ID, sending time, message length
and serial number, as well as uses a new session
key generation procedure for encryption. It allows
to ensure the data confidentiality and integrity in
information-communication systems and networks.

Scientific work [10] is devoted to the development
of modern methods of information protection
and analytical systems of civil protection of SES
of Ukraine and the Centers for Security of Citizens in
decentralization for reliable and rapid management,
coordination.

However, insufficient attention has been paid to
the study of the possibility of using advanced matrix
cryptographic transformation operations to protect
the confidential information of SES of Ukraine.

THE PURPOSE AND OBJECTIVES OF THE
STUDY. The purpose of this study is to improve
the cryptographic protection of confidential
information in the management of forces and means
of civil protection, based on the use of advanced
matrix cryptographic transformation operations to
protect confidential information.

To achieve this goal it is necessary to solve
the following tasks:

— based on the analysis of existing methods
and means of information protection and the results
of a computational experiment to identify a new group
of cryptographic transformation operations that will
improve the quality of information security systems;

— to develop a method for the synthesis
of elementary functions of an extended matrix
transformation;

— to develop methods of synthesis of operations
of cryptographic transformation of information on
the basis of the extended matrix transformation;

— to develop an algorithm for the formation
of a sequence of pseudo-random numbers based
on advanced matrix cryptographic transformation
and a sequence generation algorithm that combines
matrix and advanced matrix cryptographic
transformation.

MAIN PART. One of the ways to increase
the efficiency of information protection in
the information and telecommunication system
of SES of Ukraine is the introduction of cryptographic
transformation operations.

To conduct a study on the synthesis
of cryptographic transformation operations, three-
bit logic functions were chosen, the effectiveness
of which has been proven in [11].

The concept of elementary cryptocurrency

functions is  introduced for a  subset
of synthesized functions. Basic cryptocurrency
functions are: £ (x,,%,,., %y )s A7 (X%, 005Xy ) »

£ (X1, %y, 0s
second and N category of information, respectively.
Each function displays the rule-dependence
of the converted bit value on all N initial values
of information bits.

Cryptographic transformation operations are built
on the basis of elementary functions.

For example,

xy) — conversion functions of the first,

k 1 2 3 d
Fisnos = (A0 S 10) = Flsaes = (A9, A8 1)
2 d 2
30 89,108 — (f30 ’ 8(9)’fi08)) = F45,106,54 :( 45 > flE)G)’ )a
where  f), £ £6) elementary  functions

of the Ist, 2nd, 3rd category, respectively; sub-
indices — numbers of elementary functions that
correspond to the decimal value of the result
of their execution; Fy;s; 106, Fissa106 — CTyptographic
transformation operations, where & is direct and d is
inverse cryptographic transformation.

Itisexpedientto single outa group of elementary
functions that are not sufficiently studied to date —
these are the elementary functions of the extended
matrix transformation. This group of functions
includes:

Direct functions
So =X X% vX X VX XXy,
Jaa =X X VX X v X XX,
S =X VX v XX,
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fis =X X5V XX VXX Xy,

Jsg =X X3 V Xy Xy VX Xy 0 Xy,

Joo =X Xy VX Xy VX Xy Xy,

Joo =X X VX X VX XXy,

Sl =X X3 VX X VXX X,

Jios =X "X VX X3 VX Xy Xy,

Jios =X X VX Xy VXX X,

Jioo =X X% VX X VX X X,

Souo =X X VX Xy VX Xy - X,

Inverse functions

Sos =X - X% VX X VX X Xy,

St =X X% VX Xy VX Xy Xy,

Siog =X X VX, Xy VXX Xy,

Jso =X X VX Xy VX Xy X

oo =X X VX - X5 VX Xyt Xy,

i =X X VX - X5 VXX 0 Xy,

Jiss =X X VX, Xy VX Xy Xy,

Sisa =X X VX - X VXX Xy,

Jug =X "XV Xy - X3 VX X0 X,

Sg =X X VX, Xy VX X X,

Sias =X X VX X VX X Xy,

Sao =X X% VX X VX X X
The method of synthesis of elementary
functions of extended matrix transformation
is developed and formalized. The general

expression for obtaining the elementary functions
of cryptographic transformation will look like:
f=X-% VX X VX XX, where X, — variables
that can take direct or inverse values.

Further research was aimed at formalizing
the synthesis of extended matrix cryptographic
transformation operations.

The rules for obtaining a direct elementary
function will be formalized by an expression:

f=x®(x;-X)
ie[L2,3]; Jje[L23]; [€[1,23];

i = j=1,where x —any value of the argument.

provided:

The first elementary function should be
the function of extended matrix transformation on
the basis of x;:

f=x0(x- X). (1)

The second function based on x, has an inverse

value in the second term x; the second term of the first
function. x; can acquire any value.

Based on this, the second elementary function
will have a representation:

f=x2®(21'23)- ()

The third function based on x; has an inverse value

in the second term x, to the second term x, the second

function, x, acquires an inverse value x, the second
term of the first elementary function.

Based on this, the third elementary function will
have a representation:

f:x3@(§1'§2)- 3)

Based on the expressions (1), (2), (3),
the cryptographic transformation operation during
the synthesis, starting from the first elementary
function, will be presented:

X ®(x, - Xy)
Fh=|x,®(% %) - “4)
X, @(;1 ~§2)

We have developed a method for synthesizing
operations of extended matrix transformation, which
is written by the following rules:

1. Synthesis of a set of operations of extended
matrix transformation based on expression (4).

2. Expanding the set of operations by removing
the add-on from one or two operations.

3. Delete repetitive operations.

4. Expanding the set of operations by permuting
bits in each operation.

5. Expanding the group of operations by
introducing the inversion of elementary functions.

Consider the implementation of this method by
example.

According to expression (4), 8 operations
of extended matrix cryptographic transformation
will be obtained:

— operation 1 Ef im0 =

— operation 2 Fi 147,69 =
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x © (xz : _3)
— operation 3 Fisinw =% ®(x - x3) |
X, ® (3?1 . _2)
X ®(x,-X;)
— operation 4 Fisooso =| % ® (X, X3) |3
X, (X, -X,)
(X, ® (%, -x,)]
— operation 5 Fisim =% ®(x-X) (s
x5 @ (XX, )_
[x, @ (X, x3)
— operation 6 Fisings =% @ (% %) |;
| X, @ (x, - x, )_
X ®(X,-x)
— operation 7 E§5,54,|01 =% ®(x - x3) |;
x; @ ()?l 'xz)
x ® (fz : _3)
— operation 8 E§5,99,86 =x,® (fl 'xs)
X, ®(x - x,)

Studies have shown that it was difficult to
synthesize the inverse cryptographic transformation
operation on the basis of the wused forms
of representation of elementary functions. Therefore,
a tabular form of presentation was proposed for
further research.

X ®(x,

X)) [+10

2 =
X3

=

k —
E15,51,85 -

d —
Ets,sl,ss -

k —
Et5,85,51 -

d —
F75,85,51 =

X, ®(x, - X
X3
X ®(x, -

k —
Fs7,85,30 -

X @ (%, -
X ®(x,-
X, ®(x, -

k —
E49,30,57 -

X ©(X - X,) 00+
Flons = XI@(xz~x3)] +11(;
X, ®(x; - %) 1+0
X, @ (X - x3) 1+1
Fiionns =% @©(X - x,) [ =0 1+].
x®(% %) [+00

Presentation of synthesis results using tabular
extended matrix representation provided detection
and study of dependences of nonlinear operations
of extended matrix transformation.

As aresult of the synthesis, 42 basic cryptographic
transformation operations based on the extended
matrix representation were obtained. The number
of basic operations coincides with the number
of operations obtained on the basis of computational
experiment and operations synthesized on
the basis of elementary functions of extended matrix
transformation by substitution method.

It should be noted that the synthesis
of cryptographic transformation operations based
on the operation model by the exception method
simplifies the synthesis process by using a formalized
model of the transformation operation.

The concept of extended matrix transformation
is theoretically based on the experimentally proven
fact that the operations of matrix cryptographic
transformation and extended matrix cryptographic
transformation do not form a group of cryptographic
transformation operations. As a result, re-conversion
of information by operations from another group
of cryptographic operations provides increased
cryptographic stability of the transformation.

Based on the proposed concept to ensure
high cryptographic stability, advanced matrix
cryptographic  transformation  operations are
used in conjunction with matrix cryptographic
transformation operations, and provide preliminary
or subsequent data processing. The use of advanced
matrix cryptographic transformation operations
before and after matrix transformation operations
is inefficient, as their reuse does not increase
cryptographic stability.

On the basis of the formed method
of protection of information resources on the basis
of extended matrix operations of cryptographic
transformation [10] we will develop the algorithm
of formation of sequence for check of matrix sensor
(on the basis of RANDOM) with the help of NIST-
STS software package (testing technique, which is
most common among developers of cryptographic
means of information protection), which is presented
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in Fig. 1. To assess the quality of the transformation
of any data, we will develop an algorithm for
implementing the method of information protection
based on advanced matrix operations of cryptographic
transformation, which combines matrix and advanced
matrix cryptographic transformation. This algorithm

| Initialization of The RANDOM sensor I

Entermg the
p-assvr ord
Formation of a codmg matrix
based on a password

Reconstruction of a coding matrix
based on the RANDOM sensor

Setting data with the RANDOM
SENsor

Y
Cryptographic matrix coding
based on:

is presented in Fig. 2. The test results showed
that the method of information protection based
on advanced matrix operations of cryptographic
transformation has passed a comprehensive control
of the NIST-STS method.

CONCLUSION. The paper solves an important
scientific and technical problem of improving
the cryptographic protection of confidential
information in the management of forces and means
of civil protection based on the use of new operations
of cryptographic transformation:

1. As aresult of the analysis of existing methods
and means of information protection and results
of computational experiment the group of logical
operations which will provide expansion of set

| Initialization of ‘rhe RANDOM sensor |

En‘rermg the
pa 53“ ord

anx @ apx; @ .8 a,r,

anx 2 anx; 8 L8 ag,x, |0

where is & - the value

of the corresponding
symbol of the coding

Formation ofa coding matrix
based on a password

matrix ;

X, - the value of

the relevant data.

_anlxl e dp1¥s .8 Apniy

Y
Determination of the number of AMT
matrices based on the RANDOM sensor

There areno
matrices

Synthesis of AMT matrices based
on the RANDOM sensor

Y
Cryptographic coding based on
AMT

Y
Conversion of data to ASCII
format

Y
Save data to
a file

Completion of
data generation

Figure 1 — Algorithm for forming a sequence
of pseudo-random numbers based on extended
matrix cryptographic transformation

Setting data with the RANDOM
sensor

Y
Determination of the number of AMT
matrices based on the RANDOM sensor

There are no
matrices

Synthesis of AMT matrices based
on the RANDOM sensor

L]
Cryptographic coding based on
AMT

il
|

¥
Conversion of data to ASCII
format

L]
Save data to
a file

Completion of
data gensration

Figure 2 — Algorithm for forming a sequence,
which combines matrix and advanced matrix
cryptographic transformations
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of operations of cryptographic transformation for
increase of quality of cryptoalgorithms is defined.
Improving of cryptographic stability of information
security systems is based on the fact that the operations
of extended matrix transformation do not form one
group with other operations.

2. A method for the synthesis of elementary
functions of extended matrix transformation by
introducing logical constraint conditions that provide
nonlinearity of transformation is developed, which
made it possible to obtain a complete set of operations
of extended matrix transformation.

3. Methods for the synthesis of cryptographic
information transformation operations based on
extended matrix transformation have been developed.

4. An algorithm for the formation of a sequence
of pseudo-random numbers based on advanced
matrix cryptographic transformation and a sequence
generation algorithm that combines matrix
and advanced matrix cryptographic transformation
has been developed.
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JocmimkeHHs TPUCBSYEHO YIOCKOHAICHHIO KPHITOTpadiqHOTO 3aXUCTy KOH(iACHIIIHHOI iH(popMarii B yrpaBmiHHi
CHJIaMH 1 3ac00aM1 IUBUTFHOTO 3aXHCTy HA OCHOBI BUKOPHCTAHHS PO3BUHYTHX MAaTPUYHUX ONEpalii KpunTtorpadigHo-
O MepeTBOPEHHs. BU3HAUCHO HOBY IpyIy onepariiif KpunTorpagdhiyHoro nepeTBOPEHHs, Ka MOKPAIIUTh SIKICTh CHCTEM
zaxucty iHpopmanii JJICHC Ykpainu. Po3pobneno MeTos CHHTE3y eleMEeHTapHuX (YHKIH PO3MIMPEHOr0 MaTPHYHOTO
HEPEeTBOPEHHS LIIAXOM BBEJCHHS JIOTIUHUX OOMEXKEHb, 110 3a0€3MeuyIoTh HEelliHIIHICT NepeTBOPEHHS, 0 JO3BOIMIO
OTpHUMaTH MOBHUI HAOIp omepariil po3MKMPEHOr0 MAaTPUUHOTO HEPeTBOPeHHs. PO3po0neHO METOAN CHHTE3y omepariit
TIepeTBOPeHHs KpHunTorpadidHoi iHdopMarli Ha OCHOBI PO3MMPEHOTO MATPUYHOTO MepeTBOpeHHs. PozpobneHo anro-
put™ GOpMyBaHHS MOCIITOBHOCTI MICEBAOBHIIAAKOBIX YHCEN HAa OCHOBI PO3MIMPEHOT0 MATPUYHOTO KPHITOrpadidHOro
TIEPETBOPEHHS Ta ITOPUTM ()OPMYBAHHS MOCIITOBHOCTI, IKWH MOEAHY€E MAaTPHYHE Ta PO3IIMPEHE MaTPHIHE KPUNITOTpa-
(iuHe mepeTBOpPEHHS.

KumrouoBi cioBa: xondineHniiHa iHpopmanis, 3ano0iraHHs HaJ3BHYAHHUM CHTYaIisM, KpUOTOTpadidHUl 3aXHCT,
TPUPO3PSIHI JIOTiUHI (yHKIIi, MaTpuuHe KpHOTOrpadidHe MEpeTBOPEHHS, PO3MIMpPEHEe MaTpuyHe Kpunrorpadiuxe
HEPETBOPCHHS.

JITEPATYPA Wireless Systems within the Conferences on Intelligent Data
1. Ilpo 3arBepmkenns [lomokeHHs 3 opraHizamii Acquisition and Advanced Computing Systems (IDAACS-
3axoniB 3abe3neueHns kidepoesneku B JJCHC : naka3z JJICHC SWS). 2020, September, pp. 1-8.

Vipainu Bix 01.10.2020 poxy Ne 533. 8. babenko B., Mupontok T., Kpusoyc I. Anropurmu
2. Ilpo pimenns Pagu HanionansHOT Oe3neku i 000poHK 3aCTOCYBaHHS ~ Omepaiii  NepecTaHOBOK,  KEPOBAHMX
Vipainm Bix 14.05.2021 poky. «IIpo crparerito kibepoesmnexn iHpopmanieo, UL peanizauii  KpUIITONEPETBOPEHHS
Vkpaian» : Yka3 Ilpesnnenta Ykpainu Big 26.08.2021 p. iH(popmarii. Bicnux Yepkacvkoeo 0epaKcagHo2o
Ne 447/2021. mexuonoeiunozo yuigepcumenty. Bum. 3. 2021. C. 44-58.
3. Oppliger R. Cryptography 101: From Theory to doi: 10.24025/2306-4412.3.2021.247252
Practice. Artech (2021). 9. Tuarrok C.O., CmipaoBa T.B., Bepaubaes P. I11.,
4. Ella Hassanien, Mohamed Elhoseny, Cybersecurity Bypmak 0. A., Ocnanosa [I. M. VYnockoHaneHuii MOIylb
and Secure Information Systems: Challenges and Solutions KpUnTorpagidHoro 3axucry iHpopmamii B cydacHHX
in Smart Environments. Springer Nature Switzerland AG iH(opManiifHO-KOMYHIKaIllIHHNX CHCTEMaX Ta Mepexax.
(2019). Enexmponne gaxose mnaykose eudanns «Kibepbesnexa:

5. Rajeshwaran K., A nil Kumar K. Cellular oceima, nayka, mexuikay. 2021. T. 2 (14). C. 176-185.
Automata Based Hashing Algorithm (CABHA) for Strong doi: 10.28925/2663-4023.2021.14.176185

Cryptographic Hash Function, 2019 IEEE International 10. Menbauk O., Mensuuk P. Pospobnenns meromy
Conference on Electrical, Computer and Communication 3axucty iH(opMmalii iHdopMauiiiHO-aHANITHYHUX CHCTEM
Technologies (ICECCT), 2019, pp. 1-6, doi: 10.1109/ IUISL  3IMCHEHHS YIPaBIiHHS CHIAaMH Ta 3aco0aMu
ICECCT.2019.8869146 [MBUIBHOTO 3aXMCTYy B YMOBax JeueHTpanizauii. Bueni

6. Robert Ciesla, Encryption for Organizations and 3anucku Taspiiicbko2o HayioHaNbHO20 YHiGepcumemy iMeHi

Individuals. Apress, Berkeley, CA. HELSINKI, Finland (2020). B. I. Bepnaocwroeo. Cepis: Texuiuni nayxu. T. 32 (71).
7. Jancarczyk D., Rudnytskyi V., Breus R., Pustovit M., Yacruna 1. Ne 2, 2021. C. 188-193.

Veselska O., & Ziubina R. Two-Operand Operations of Strict 11. Pynnunpkuit B, Kpunrtorpadiune  komyBaHHS:

Stable Cryptographic Coding with Different Operands’ Bits. 00poOka Ta 3axucr iHdopmanii. 2018. Xapkis, YkpaiHa :

In 2020 IEEE S5th International Symposium on Smart and JICA TITIOC.

Cmamms naoiviuna 24.03.2022

BicHuk KpHY imeHi Muxanna Octporpaacbkoro. Bunyck 1/2022 (132)
114



