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Abstract— Primary research task: to develop and evaluate different scenarios of utilizing the limited resources stream encryption based on
noncommutative CET-operations; to develop and scientifically justify the structure of the devices applicable to the execution of encryption scenarios.
The object of research: processes of data transformation in the limited resource stream ciphers based on CET-operations. We have used the
hypothesis claiming that it is possible to improve the stream encryption systems if there is an option to permutate operands in both the commutative
and non-commutative CET-operations as the foundation of our research. We have also defined and formalized the six groups of two-operand CET-
operations allowing the permutation of operands to solve tasks according to the introduced classification. The attributes of the six groups mentioned
above influence the data transformation process in stream ciphers. In addition, we have also defined the three possible scenarios of stream encryption,
including their limitations, which consider the usage of the aforementioned groups of CET-operations. The provided examples combined with the
results of modeling the processes of data transformation allow us to prove the operating efficiency of cryptographic systems in different encryption
scenarios. The introduced and analyzed structures of devices based on the aforementioned stream encryption scenarios also reflect the attributes of
their technical implementation. By examining the created models and the aforementioned devices for executing the stream encryption scenarios, we
have defined the most prominent development paths for the limited resources stream encryption and created the foundation for their future
improvement. The results of our analysis prove that all three scenarios have their own positive and negative aspects. For example, we suggest using the
first and the third stream encryption scenarios in a single device during the practical implementation. This option suits the scenarios we have
researched since it provides the best diversity of encryption algorithms with minimal complexity and a maximal number of substitution tables. We
have defined mobile and stationary systems of limited resources cryptographic security of the confidential data as the most suitable branch for the
application of the acquired results.
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I. INTRODUCTION

Cybersecurity has become one of the necessary conditions to ensure the appropriate functioning of the
digital data space. Thus, improving data security is a very important matter for both the average member
of the society and the state as a whole. Much like in the past, today cryptographic security remains the
most prominent way of data security [1]-[2]. For this reason, numerous scientific research papers related to
cryptography are dedicated primarily to the issue of improving the existing means and methods of
cryptographic protection, as well as developing new ones [3]-[6]. The most important research aspects for
the post-quantum and limited resources cryptography are the improvement of cryptographic integrity,
speed, and efficiency of cryptographic algorithms under conditions of reduced number of both the
software and technical assets [7]-[10]. The analysis of the existing relevant literature, however, allows us
to conclude that research papers related to post-quantum and limited resources cryptography are mostly
focused on the improvements of block encryption, while the matter of limited resources stream encryption
is underresearched [11]-[16].

Il. ANALYSIS OF SOURCES AND TARGET SETTING

Creation of an efficient limited resource cryptographic system is rather complex since it requires a
proper balancing of different elements, such as cryptographic integrity and execution complexity,
cryptographic integrity and execution speed, execution complexity and available resources, etc. Solving
the aforementioned issue is possible, but only conceptually. One solution revolves around the utilization of
CET-operations (CET — Cryptographic Encoding Theory) for cryptographic transformation of data. These
operations are an integral part of CET-encryption.

The following articles [17], [18] highlight the results of research related to the influence of CET-
encryption on the evaluation of the possible ways to improve the existing block ciphers. At the same time,
they provide no data regarding the improvement of stream ciphers.
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In general, two-operand operations are best suited for the utilization of stream ciphers. Article [19]
highlights the creation process and utilization of operations related to the cryptographic modulo two
addition to an accuracy of permutation in stream ciphers. Article [20] describes the technology for creating
the symmetrical two-operand CET-operations according to the results of modeling. Article [21] describes
the creation of the symmetrical two-operand CET-operations with random bitness. All of the
aforementioned articles, however, describe only the symmetrical commutative operations, in which the
results of cryptographic data transformation are unaffected by the permutation of operands.

Creation of non-symmetrical two-operand CET-operations with the maximal uncertainty of the
encryption results is described in articles [22], [23]. Yet the aforementioned operations exclude the
permutation of operands.

The monograph [24] describes the development principles related to the technology of stream
encryption based on CET-operations. However, we believe that it does not properly highlight the
utilization of the non-commutative CET-operations in stream ciphers.

To summarize, we are certain that all of the aforementioned research papers do not appropriately
highlight both the symmetrical and commutative attributes of the two-operand CET-operations during
creation of the models of stream ciphers.

I11.PURPOSE AND OBJECTIVES OF RESEARCH

The purpose of this paper is to develop and evaluate different scenarios of utilizing the limited resources
stream encryption based on non-commutative CET-operations, as well as the structures of the devices
suitable for their execution. Fulfilling this purpose will allow us to define the most prominent development
ways for the limited resources encryption and lay the foundation for its further evolution.

We have established the following objectives to fulfill the aforementioned purpose:

. to study and classify the CET-operations allowing the permutation of operands;

. to define the primary stream encryption scenarios and their existence constraints;

. to model the processes of data transformation corresponding with the aforementioned stream
encryption scenarios;

. to develop the structures for the devices suitable for the execution of the proposed stream encryption
scenarios;

. to evaluate the execution results of the proposed stream encryption scenarios, as well as their benefits
and drawbacks.

IV.MATERIALS AND METHODS

The object of our research is the processes of data transformation in the limited resource stream ciphers
based on CET-operations.

The primary hypothesis of this research is the possibility of permutating operands in both the
commutative and non-commutative CET-operations. This allows for improvement in the systems of
stream encryption.

We use the discrete models of CET-operations created as a result of the simulation experiment to prove
this hypothesis. To identify the connection between the models of CET-operations and their mutual
transformations, we use the methods of discrete mathematics, theory of sets and linear algebra during our
research of encryption scenarios.

We have utilized only the two bit two-operand CET-operations for the first-hand objectives setting and
presentation of the acquired results of our research related to the encryption scenarios. We explain this
limitation of ours by the presence of a singular mathematical apparatus used to describe an entire set of
CET-operations G,, as well as by the purposes of the demonstration simplicity and the possibility for the

mutual transformation of operations models.
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V. RESEARCH RESULTS OF THE STREAM ENCRYPTION PROCESS BASED ON THE NON-COMMUTATIVE TWO-OPERAND
CET-OPERATIONS

In [24], a two-operand CET-operation C(x, y) is defined as a tuple of single-operand operations used to
transform the first operand x depending on the value of the second operand y . A single-operand
operation C(x) is described as a discrete model of a substitution table, which is utilized as a foundation

for the cryptographic transformation of an operand Xx.
Among the non-symmetrical two-operand CET-operations, CET-operations, which allow permutation of
operands, are very important.
If, however, this permutation within a CET-operation does not change its execution results, then this
operation will be considered commutative:
C(x, y)=C(y, x). 1)
Correspondingly, if permutation of operands does alter the execution results, then a CET-operation will
thus be considered non-commutative:
C(x y) =C(y, X) - (2)
Only those CET-operations, that allow permutation of operands, can be either commutative or non-
commutative.
If operations of both the direct and inverse cryptographic transformation are in line with each other, then
a CET-operation will be considered symmetrical:

C(x y)=C'(x,y), (3)
where C’(x, y) is a CET-operation of an inverse cryptographic transformation.
Correspondingly, if operations of both the direct and inverse cryptographic transformation are not in line
with each other, then a CET-operation will be considered non-symmetrical: C(x, y) = C'(x, y).

We will use models of two-operand CET-operations created as a result of simulation experiments during
our further research. Methods utilized to create such models are highlighted in [20], [23].

We will now analyze the models of CET-operations before and after the permutation of operands. Let us
suppose that a cryptographic transformation is conducted based on a model of CET-operation:

@1]
{Xl , if y,=0;y,=0
X, |
D1
% , ify,=0;y,=1
| X, @1] (4)
C(x, y)= ] '
, if vy=1Lk =0
%, 1] iy 2
_Xl _
, fvy=Ly =1
_Xj Ty Y,

An important note is that a CET-operation (4) is symmetrical since the following equation C(x) =C’(x)
is valid for all single-operand CET-operations within its tuple. As a result, the equation (1) will be valid as
well. Thus, an equation C’(C(x, y), y) = x will be valid for the CET-operation (4).

By permutating the operands in a model of the non-symmetrical two-operand CET-operation (4), we
acquire the following results:
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D1 X, ®1
{yl Lif %, =0;%, =0 {1 } if y,=0;y,=0

y2 a X1®X2
[y, ®1] . [x, ®1 _
, 1f x, =0;x, =1 ,if y, =0y, =1
Y, ®1 Xl@X2 @1 (5)
C(y,x)=<_ Z =9q_ '

Y , if x,=1x,=0 % , if yy=1vy,=0
Ly, ®1] | X DX,
_y1 . _Xl .

, if x,=Lx, =1 ,f =Ly, =1
_yj 1 2 X ®X, (‘DJ Y Y,

This example shows that transformation of the incoming data X is conducted by different CET-
operations as a result of the permutation of operands. However, this permutation of operands also results
in a transformation of a symmetrical CET-operation into a non-symmetrical one. This is explained by the

fact that the following inequation C(x) = C’(x) is valid for single-operand operations within a tuple of a
two-operand operation. Thus, an inequation C’(C(X, y), y) = x will be valid for the CET-operation (5).

The CET-operation shown as an example is non-commutative since the following inequation
C(x, y) #C(y, x) is valid according to (2) and (3).

We can make the following assumptions according to this device:

Depending on conditions, a commutative CET-operation can be:

C(x y)=C(y,x)
1. IC/(C(x,y), y) = x — commutative symmetrical. In this case, CET-operations are symmetrical before
C'Cy. x). )=y
and after the permutation of operands.
C(x y)=C(y, %)
2. JC(C(x,y),y)=x — commutative non-symmetrical. In this case, CET-operations are non-
C'(C(y. x). x) =y

symmetrical before and after the permutation of operands.
Depending on conditions, a non-commutative CET-operation can be:

C(x, y) #C(y, x)
3. {C/(C(x, y), y) = x — non-commutative symmetrical. In this case, CET-operations are symmetrical
C'(C(y, x), )=y
before and after the permutation of operands.
C(x, y)#C(y, x)
4. 4C'(C(x,Y),y)#x — non-commutative non-symmetrical. In this case, CET-operations are non-
C'(C(y, x), x) =y
symmetrical before and after the permutation of operands.
C(x, y)#C(y, x)
5. {C/(C(x,y), y) = x — non-commutative symmetrical/non-symmetrical. In this case, CET-operation is
C'(C(y, x), x) %y
symmetrical before the permutation of operands but becomes non-symmetrical after the permutation of
operands. Previously analyzed CET-operation (4) is an example.
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C(x, y) = C(y, )
6. {C/(C(x,Y),y) = x —hon-commutative non-symmetrical/symmetrical. In this case, CET-operation is

C'(C(y, x),x) =y
non-symmetrical before the permutation of operands but becomes symmetrical after the permutation of
operands.

All of the aforementioned attributes of two-operand CET-operations, which allow permutation of
operands, should be taken into account during the research of stream ciphers created on their basis.

We will now analyze the options of utilizing the two-operand CET-operations, which allow permutation
of operands, in stream ciphers.

The cryptographic transformation of the incoming data in stream encryption is conducted by the
addition of XOR cipher (7). A pseudo-random sequence, which remains unchanged during both the
encryption and decryption is used as the aforementioned XOR cipher.

When operands are permutated, the same two-operand CET-operation executes two different models of
the cryptographic data transformation (such as models (4) and (5)). We can thus assume that two-operand
CET-operations, which allow permutation of operands, are capable of ensuring the simultaneous existence
of several different scenarios of stream encryption. The operands within a two-operand CET-operation are
not permutated in the first encryption scenario. They are, however, permutated in the second encryption
scenario. We will now analyze this issue in detail.

5. 1. THE FIRST STREAM ENCRYPTION SCENARIO
The first encryption scenario exists if there is a CET-operation C(x, ), and a CET-operation C’(x, y),

so that C'(C(x, »), 7) =X.

Let us assume that no permutation of operands has occurred within a two-operand CET-operation.

If a two-operand CET-operation is utilized during stream encryption, then incoming (plaintext) data is
encoded into the first operand. The XOR cipher used to control the transformation of the incoming data is
encoded into the second operand. According to the analyzed example, the data encryption proceeds based
on the following model:

X, ®1]
{1 , if 9, =0;7,=0
X, |
x, @11
! , ify,=0p,=1
_X2 @1_ (6)
C(x,p)= Y Z =2
1 .
, 1f v, =Ly, =0
X, @1_ 71 V2
[ x
l}, if ,=Ly,=1
| X2

where z is a result of the encryption of incoming data ( x).

CET-operations used in cryptographic coding can be either symmetrical or non-symmetrical [21], [24].

For this reason, data decryption often requires an inverse CET-operation. Since all single-operand
operations are symmetrical in CET-operation (4), then a two-operand operation is symmetrical as well [24]:
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z, ®1]
[l , iy, =0;7,=0
z, |
[z, ®1] .

Zl o1l if ,=0;y,=1

Cl(2,7)=Clz.) =" =X (7)
1 -
,if v, =L v, =0

2, @1_ 71 V2
Z if y,=1y, =1
_Xz ' 71_ ’72_

Under condition x= z, the following expression C(X, y)=C(z, ) is valid for the models (6) and (7). In

this example, both the encryption and decryption of data is conducted by the same CET-operation.

Thus, the model (6) describes the encryption of plaintext information by the symmetrical CET-operation,
which allows permutation of operands. The encryption itself is conducted by a XOR cipher. Proper
execution of the aforementioned model results in the acquisition of encrypted (protected) data. The model
of an inverse CET-operation (7) conducts the decryption of such encrypted (protected) data. The models of
both the direct and inverse CET-operations are identical. The decryption process too is conducted by a
XOR cipher. Recurred execution of the model of CET-operation results in the acquisition of the decrypted
(plaintext) data.

The following expression C(x, y)# C(z, y) is valid under condition x=2z if a non-symmetrical CET-

operation is utilized in this scenario. Therefore, it is necessary to use a model of an inverse CET-operation
not identical to the model of CET-operation used for encryption to decrypt the data.

Structure of the device suitable for execution of the first stream encryption/decryption scenario is
illustrated in Picture 1.

We will now explain the functionality of this device. At first, the plaintext information is transmitted to
the data entry point of the data transformation unit. The XOR cipher is transmitted to the data entry point
of the data shaping unit. Depending on the bit value of this XOR cipher within the data shaping unit, the
sequential number of a single-operand CET-operation is then defined. The operation itself conducts the
cryptographic transformation while its sequential number is transmitted to the data shaping unit. The
aforementioned data shaping unit fulfills the functions of the decoder for the XOR cipher (). The
transmitted plaintext information is then encrypted by the single-operand CET-operation from a tuple of a
two-operand CET-operation according to its sequential number, which is acquired from the operations
shaping unit. The whole process takes place within a data transformation unit. As a result, encrypted
(protected) data is transmitted from the data output point of the data transformation unit.

operations
forming
unit

open data data w protected data
shaping At
protected data unit J open data

Picture 1 Structure of the device suitable for the execution of the first stream encryption scenario
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We will now explain the functionality of this device during the process of decryption of encrypted data.
At first, the protected information is transmitted to the data entry point of the data transformation unit. The
XOR cipher is transmitted to the data entry point of the data shaping unit. The bit value of the XOR cipher
in the data shaping unit defines the sequential number of the inverse single-operand CET-operation. The
acquired sequential number is then transmitted from the data output point to the data transformation unit.
Since the XOR cipher remains unchanged during both encryption and decryption, the sequential number of
the single-operand CET-operation transmitted to the data transformation unit will be identical to that of an
inverse single-operand CET-operation. The transmitted protected information is then decrypted by the
inverse single-operand CET-operation from a tuple of an inverse two-operand CET-operation according to
its sequential number, which is acquired from the operations shaping unit. The whole process takes place
within a data transformation unit. As a result, decrypted (plaintext) data is transmitted from the data output
point of the data transformation unit.

Both the symmetrical and non-symmetrical operations can be used in the first encryption scenario.

Symmetrical CET-operations can be used in cryptographic systems with the device from Picture 1. In
this case, both the encryption and decryption will require the utilization of the same symmetrical operation.
However, usage of a non-symmetrical CET-operation during stream encryption will require the utilization
of a direct operation during data encryption, and an inverse operation during data decryption. This

condition exists due to C’(x, ») #C(x, ») [24].

5. 2. THE SECOND STREAM ENCRYPTION SCENARIO

The second encryption scenario exists if there is a CET-operation C(Xx, ), and a CET-operation
C(y, x), so that C(x, y) #C(y, X)) .

The operands are permutated in the second scenario. In addition, a single-operand operation of
cryptographic transformation is conducted on the XOR cipher (the first operand). This operation is defined
by the plaintext information. Thus, an encrypted XOR cipher is transmitted into the data transmission
channel instead of the encrypted data. The data is then decrypted by a cryptographic transformation of the
XOR cipher by the single-operand operations. These operations are defined by the XOR cipher itself.
Depending on how the operands are permutated within the CET-operation used as the foundation for the
data decryption, an additional third encryption scenario can be derived from the second scenario.

We will now analyze the encryption of the XOR cipher by using the cryptographic system with CET-
operation (4) as an example. Cryptographic system transforms the incoming data under control of the
XOR cipher based on the model (6). The whole process occurs as a part of the first encryption scenario.
Thus, the first encryption scenario results in the acquisition of the following cryptogram z.

Execution of the second encryption scenario in CET-operation (6) requires the permutation of operands.

We will now modify the encryption model (6) by permutating the operands similarly to (5).

@1] X, ®1
P i 0%, =0 || P i 4,=0,p,=0
Vo o] X; © X,
[y, @17 | . x, ®1 _ .
@1'”)(1:0’)(2:1 « Dx dLl if ,=0;7,=1
Clr=1 - _ e (8)
7/1 ’ |f Xl:]'; X2:O Xl , |f ]/1:1;7/220
17, ©1] | X DX,
_7/1 . _Xl .
, if x. =1L x, =1 , if =1y, =1
_72} 1 2 _XI@XZGBJ 71 V2

According to (8), the following model conducts the data encryption following the second encryption
scenario after permutation of operands:
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e T
Xl@Xz ’ ]/1_ ’7/2_
%, ®1
% }, if ,=0;7,=1
X ®X,®1 )
C(x 7)= . =

,if =1y,=0
_Xi@Xj N 72
" _

Jif v, =1Ly, =1

_X1®X2®1i| 71 7

where ¢ is the result of the XOR cipher encryption (y).

Since the encryption models in the first (6) and the second (9) encryption scenarios are different, the
cryptograms z and ¢ are different as well.

To decrypt the cryptogram ¢, which was acquired as a result of the second encryption scenario, we will

use an inverse CET-operation. For the following single-operand CET-operation C(x):{xlgl } the
Xl X2

following operation C’(x):{Xleal } is inverse, for the C(x){

X, @1 . .
! the following operation
X ®x, ®1

X @X, ®1

C’(x):[xl@1 } is inverse, for the C(x)z{xl } the following operation C’(x):{x1 } is inverse,
1 2 1®X2 1 2
and for C(x) = % the following operation C/(x) = % is inverse. Thus, we can acquire
L DX, X ®x, @1
the following results:
@1
Vl } it 5,=0;7,=0
¢, Do, D1
[, ®1
(01@ :|, if ]/120;7/221
Clig =17 =X (10)
(%] .
, if »v,=Ly,=0
_(/)16')(?2} ' ’
_(01 :
, if =1Ly, =1
0,0, @J 71 V2

The encrypted XOR cipher is transmitted into the first operand. A normal XOR cipher is transmitted
into the second operand. This process occurs to decrypt the encrypted XOR cipher according to the
specified model of a CET-operation.

Since models for data decryption (7) and (10) are different, then it is necessary to include one model for
data encryption and two models for data decryption into a cryptographic system that executes the first and
the second encryption scenarios.

Structure of the device suitable for the execution of the second stream encryption scenario is illustrated
in Picture. 2.
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Y data ] encrypted y
shaping
encrypted y unit J open data
open data operations
forming
! unit

Picture 2 Structure of the device suitable for the execution of the second stream encryption scenario

We will now explain the functionality of this device. At first, the XOR cipher is transmitted to the data
entry point of the data transformation unit. The plaintext information is transmitted to the data entry point
of the data shaping unit. Depending on the bit value of this plaintext information within the data shaping
unit, the sequential number of a single-operand CET-operation is defined. This sequential number is then
transmitted to the data shaping unit. The operations shaping unit can be described as a decoder of the
plaintext data code.

The transmitted XOR cipher is encrypted by the single-operand CET-operation from a tuple of a two-
operand CET-operation according to its sequential number, which is acquired from the operations shaping
unit. The whole process takes place within a data transformation unit. As a result, an encrypted (protected)
XOR cipher is transmitted from the data output point of the data transformation unit to the data output
point of the device.

We will now explain the functionality of this device during the process of decryption of encrypted data.
At first, the encrypted (protected) XOR cipher is transmitted to the data entry point of the data
transformation unit. Then a regular XOR cipher is transmitted to the data entry point of the data shaping
unit. Depending on the bit value of this XOR cipher within the data shaping unit, the sequential number of
an inverse single-operand CET-operation is then defined. The operation itself is utilized to decrypt the
encrypted XOR cipher and then transmit it to the data shaping unit. The transmitted protected XOR cipher
is then decrypted by the inverse single-operand CET-operation from a tuple of an inverse two-operand
CET-operation according to its sequential number. The whole process takes place within a data
transformation unit. Afterward, plaintext information is transmitted from the data output point of the data
transformation unit to the data output point of the device.

We will now define the conditions, under which a CET-operation can be considered suitable for the
execution of the second encryption scenario.

If a CET-operation is commutative and symmetrical (condition 1), or non-symmetrical (condition 2),
then the CET-operation utilized for the data decryption and the results of the said encryption will remain
unaltered by the permutation of operands.

If a CET-operation complies to conditions 3 — 6, then the following expression C(X, y) #C(y, X) is

valid, which results in C’(x, y) #C’(y, x) . Non-commutative CET-operations will alter the CET-

operation utilized for the data decryption and the results of the said encryption when the permutation of
operands occurs.

5. 3. THE THIRD STREAM ENCRYPTION SCENARIO
The third encryption scenario exists if there is a CET-operation C(x, y), and a CET-operation C(y, x),

so that the following condition C'(y,9)#C'(p,y) is valid for its inverse operations C’(y,¢) and
C'(p, 7).
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The difference between the third and second scenarios lies in the fact that the operands are permutated
during decryption. Structure of the device suitable for the execution of the third stream encryption scenario
is illustrated in Picture. 3.

Y data ) encrypted y
shaping
¥ unit J open data
open data operations
forming
encrypted y anit

Picture 3 Structure of the device suitable for the execution of the third stream encryption scenario

The functions of this device are very similar to those utilized for the execution of the second stream
encryption scenario. The only difference lies in certain attributes of data decryption, whereas a regular
XOR cipher is transmitted to the data entry point of the data transformation unit instead of an encrypted
one. The same occurs regarding the data entry point of the operations forming unit.

We will now analyze the examples of a proper implementation of the third encryption scenario.

Let us assume that the data is encrypted according to the first encryption scenario based on the model of
CET-operation (6).

We can encrypt the aforementioned data according to the second and the third scenarios only after the
permutation of operands by the model of CET-operation (9).

To comply with the third encryption scenario, we must first permutate the operands prior to data

decryption.
@1 D1
[h } if x=0;x=0 {Xl , if 7 =07,=0
n®7y, X ]
[y, ®1 x @1
h L if x =0;x,=1 % , if =0, 7,=1
7@y, d1 X, ®1
C(y, x)= :7/ = :X1 Z
! . if x=1x=0 . if v =Ly, =0
_7/1@7/2:| X 2 | x, ®1] 7 V2
_7/1 . _Xl_ .
, if =1 x, =1 , if ,=1yv, =1
@7, C‘BJ X 2 %, | v V2
This permutation results in the acquisition of a model of modified CET-operation, the execution results
of which are required to be decrypted. This process is illustrated by the following expression:
x, ®1] .
, 1fy,=0,7,=0
X, |
[x, ®1] .
, ify, =0y, =1
X, ®1 71 V2 a1)
C(x,7)=4- Z =z
5 if y,=Ly,=0
X, @1_’ =47,
K if y,=1y,=1
X, ) n=4L7=
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Because the encryption model (6) is identical to the model used to transform the incoming data before
its decryption according to the third scenario (11), both scenarios will deal with the decryption of the same
cryptogram z . Since CET-operations (6) and (11) are symmetrical, then it is possible to decrypt the data
by using models (7) and (6).

By analyzing this example, we can conclude that the permutation of operands during decryption in the
third scenario provides an opportunity to utilize only one inverse CET-operation instead of two in the
second encryption scenario.

This conclusion is based on our research of the cryptographic systems models created based on the non-
commutative symmetrical CET-operation. We will now attempt to prove its validity in terms of its
application to the cryptographic systems with the non-commutative non-symmetrical CET-operation.

To do so, we will analyze another example. Let us assume that the data encryption is conducted based
on a non-commutative non-symmetrical CET-operation.

[ ® X, _
, if v,=0;7,=0
x, ®1 } 71 V2
[x, ®x, @1
Xl 2 }, if ,=0;y7,=1
C(x,7)= :xl@x =z (12)
! 2} if ,=17,=0
R
[x, ®x, ®1
, fr=1y =1
_X1®1 71 72

According to the first encryption scenario, the data decryption is conducted by utilizing the model below.

[z, ®@z,®1] .
. @1 , ify,=07,=0
L 42
2 } it v, =0; 7, =1
, n=v7y,=
7,®z, D1
Cl(z, 7) = :1 2 —y (13)
(z,7) . } ) 1 i
) my, =Ly, =
12,®7z, ! 2
_22@1} _
, if v,=17,=1
12, @7z, ! 2

We will now permutate the operands within the CET-operation used for encryption in the first scenario.

[y, ® X
WET i =0 x, =0 || 2 L ify,=0:y,=0
| X% @1 | % ®X, D1
[y, ®y, ®1 [x, ®1
=7 ifx =0;x, =1 2 ,ify, =07, =1
| 71 X @x, d1

= o Iy, @1
" 7/2}, if x,=1;x,=0 2 } if y,=17,=0
L1 _X1®X2
(v, @y, ®1 [x
N7 L ifx =1 x, =1 2 . ify =Ly, =1
_7/1@1 _Xl@Xz

This results in the second and third encryption scenarios using a non-commutative non-symmetrical
CET-operation for data encryption. This is illustrated by the expression below.
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_X2 |
, if v, =07, =0
_xleaxz@l} IER T
[x, ®1 _
L if v, =07, =1
X, ® X @1} g V2
: 1 2 :(0 (14)
X, @1
2 }, if y, =L y,=0
| % @ X,
[ x
2 }, if v, =Ly,=1
| % @ X,

We will now permutate the operands before the data decryption within a model used for encryption (14)

in the third scenario.

X, ® X
& , ifx, =0;%x,=0 PR ify, =0;y,=0
17 ©y, @1 X @1
[y, @1 %, ®x, ®1
& } if x, =0;x, =1 v } if ,=0;7,=1
17, ®©7, ®1 Ro
C(r, )=+ =i

v, @1 ) X DX, )

} if x, =1 x,=0 } if y,=Ly,=0
171 D7, R
_ X, ®x, D1
7/2 :|’ |f Xlzl, X2 :1 1 2 :|, if 7/121, ]/2 :1
171 @7, X, ®1

The aforementioned permutation of operands results in the acquisition of a modified encryption model.
This model will then be decrypted according to the third scenario. This process is illustrated by the

expression below.

C(xy)=

X ®X,

, if ,=0,7,=0
_X1@1:| 71 V2

X, ®x, ®1 0y -

’ 1 71_ '72_1
X @ X, . o

, if ,=Ly,=0

L%
x ®x, ®1] .

L if vy, =1y, =1
_X1®1 71 V2

Since models of CET-operations (15) and (12) are identical, it confirms our hypothesis regarding the
first and the third scenarios, whereas it is enough to implement one model of data encryption and one
model of data decryption. The model (13) confirms this. Permutation of operands before the encryption
and decryption alters the final cryptogram, which is transmitted through the open channel. Recurring
permutation of operands before the decryption negates the results of the previous permutation of operands

before the encryption.
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V1.DISCUSSION OF THE MODELING RESULTS OF THE PROCESSES RELATED TO THE DATA TRANSFORMATION IN DIFFERENT
STREAM ENCRYPTION SCENARIOS

The first stream encryption scenario does not allow permutation of operands within a CET-operation. It
can operate with any CET-operation that has a corresponding inverse CET-operation. If the same CET-
operation is utilized for the direct and inverse data transformation in a cryptographic system, then this
CET-operation must be symmetrical regardless of the possibility (or the lack thereof) to permutate the
operands. The CET-operations that allow permutation of operands must correspond with the following
conditions: these operations should be either commutative symmetrical (condition 1); non-commutative
symmetrical (condition 3); non-commutative symmetrical/non-symmetrical (condition 5). The operations
for the direct and inverse cryptographic transformation will not be identical if the CET-operations, which
allow permutation of operands but correspond with the other conditions (2, 4, and 6), are used in the first
scenario. In this case, different CET-operations are used by the cryptographic system for data encryption
and decryption.

However, we believe that it is unnecessary to limit the cryptographic system functioning according to
the first scenario to either the commutative or non-commutative operations. The aforementioned limitation
drastically reduces the possible sets of CET-operations. This results in a decrease in the variability of the
cryptographic system and its cryptographic integrity.

The second stream encryption scenario allows permutation of operands within a CET operation. In this
case, the permutation of operands modifies the CET operation, which results in the acquisition of the two
different cryptograms. Decryption of these cryptograms requires different inverse operations.

Only the commutative and non-commutative CET-operations allow permutation of operands.

Permutation of operands will not alter the cryptogram if a CET-operation is commutative. Thus, the
second encryption scenario will partially replicate the first encryption scenario, with the difference being
the fact that it is limited to operating only with the CET-operations, which allow the permutation of
operands. Encryption and decryption require only one CET-operation under condition 1 (usage of
commutative symmetrical operation). Under condition 2 (usage of commutative non-symmetrical
operation), however, encryption requires a direct CET operation, while decryption requires an inverse
CET-operation.

Permutation of operands will alter the cryptogram if a CET-operation is non-commutative. Symmetry or
non-symmetry of CET-operations used for the direct and inverse cryptographic transformation is not
considered a defining factor for using two CET-operations for the data decryption.

In comparison to the first scenario, the second scenario limits the variability of the cryptographic system
by forcing it to operate only with the non-commutative CET-operations. However, permutation of
operands doubles the amount of single-operand CET-operations (discrete models of substitution tables),
which serve as the foundation for pseudo-random data encryption and decryption. Therefore, an increase
in the number of substitution tables randomly chosen within the cryptographic system will increase the
complexity of the cryptographic analysis.

The main disadvantage of the second stream encryption scenario revolves around the complexity of
creating a model of CET-operation after the permutation of operands followed by an increase in bitness.
For instance, there is no unified mathematical apparatus suitable for the description of all possible
permutations for three-bit single-operand CET-operations . Tuples of single-operand operations with the
defined attributes, which can be described by the unified model, may be chosen to create a two-operand
CET-operation. In this case, these tuples of single-operand operations will be affected by the permutation
of operands and will be considered pseudo-random after such permutation occurs. Thus, identifying the
operation of an inverse transformation for the operation with the permutated operands is a complex task.

The third stream encryption scenario is a modified version of the second stream encryption scenario. In
the third scenario, permutations of operands occur during both the encryption and decryption. Conditions
required for the existence and implementation of both the second and the third scenarios are identical, This
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results in alteration of a cryptogram when permutation of operands occurs in the third scenario. Even if
the operands are permutated twice in a row within the model of a two-operand CET operation, the model
remains unaltered. A recurring permutation of operands before the decryption modifies the model used for
the encryption of an operation in a special way, so that this model becomes identical to the encryption
operation before the permutation of operands. Since models for data transformation before decryption are
identical in the first and the third scenarios, models of operations for the inverse data transformation are
identical as well. If permutation of operands is not taken into account, models of CET-operations for
encryption and decryption will also be identical. We believe that it is necessary to divide the encryption
and decryption in the first and the third scenarios into two stages. The first stage revolves around the
implementation of a CET-operation necessary for permutation of operands. The mode of operation of the
aforementioned operation depends on the encryption scenario. The second stage implements the data
transformation operation.

Compared to the second, the third scenario requires only one CET-operation of an inverse cryptographic
transformation for its implementation. Utilization of one operation of an inverse cryptographic
transformation allows negating the primary downside of the second stream encryption scenario. The
aforementioned downside is the complexity of creating a model of CET-operation for data decryption with
the operands permutated during encryption.

Despite utilizing the same CET-operations for the encryption and decryption, the difference between the
first and the third stream encryption scenarios is the final cryptogram transmitted through the open channel.

During creation of cryptographic systems, two-operand CET-operations are synthesized from the single-
operand operations, which comply with the specified conditions for the quality of data transformation [17],
[24]. However, the encryption results acquired from the permutation of operands are unable to ensure the
guaranteed quality of a cryptographic transformation due to a pseudo-random tuple of the single-operand
CET-operations. We believe this to be the primary downside of this research. One of its main
achievements, however, is the establishment of correlations between CET-operations acquired as a result
of the permutation of operands. These findings will prove beneficial in regards to generating the two-
operand CET-operations to an accuracy of permutation of the second operand [22], which are then utilized
in the first and the third scenarios.

VII. CONCLUSIONS

1. The research of CET-operations, which allow permutation of operands, allowed us to categorize these
operations as commutative and non-commutative, symmetrical and non-symmetrical. We have defined six
groups of CET-operations in total. The attributes of these groups affect the process of the data
transformation in stream ciphers.

2. We have defined the three possible scenarios of stream encryption, including their limitations, which
consider the usage of the categorized groups of CET-operations. We have then researched these stream
encryption scenarios in detail.

3. The results of modeling the processes of data transformation allow us to prove the operating
efficiency and the correct operation of cryptographic systems in different encryption scenarios. In addition,
these results have proven the hypothesis about the possibility of improving the stream encryption systems
with CET-operation that allow permutation of operands.

4. The introduced and analyzed structures of the devices based on the aforementioned stream encryption
scenarios also reflect the attributes of their technical implementation. They can affect the practical choice
of the multibit two-operand CET-operations, which will then be used as the foundation for creating the
improved limited resources stream encryption systems.

5. The conducted analysis of the defined stream encryption scenarios and their execution attributes
allows us to make numerous conclusions.
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« The first stream encryption scenario is the most versatile in terms of choosing a CET-operation
during creation of a cryptographic system. The aforementioned scenario is also the simplest one in
terms of its technical execution;

« Compared to the first, the second stream encryption scenario requires an additional permutation of
operands before encryption, as well as usage of two CET-operations for decryption. It doubles the
number of substitution tables, but is also substantially more complex due to the necessity to create the
second CET-operation for data decryption;

« The third stream encryption scenario is based on the permutation of operands before encryption and
decryption. Similarly to the second scenario, it also doubles the amount of the substitution tables.
However, the third scenario does not require an additional CET-operation for data decryption similar
to the first scenario.

We believe that practical implementation of the aforementioned information is best done by combining
the first and the third encryption scenarios during the creation of the limited resources cryptographic
systems.
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