DOI 10.52363/2414-5866-2023-2-47
VIIK 321.6.8

Caoxkoeuii B.11., 0.0epoic.ynp., npogh., HVI[3Y, m. Xapkis,

ORCID: 0000-0001-7054-671X,

Knouxo AM., 0.10.1., npogh., XHYBC, m. Xapkis,
ORCID: 0000-0002-6898-964X,

bopucoea JI.B., k.10.1., ooy., HVI[3V, m. Xapxis,
ORCID: 0000-0001-6554-1949,

Hikimina J1.0., x.m.n., ooy., HTY «XIIl», m. Xapxis,
ORCID: 0000-0001-9175-6716,
Konomieyw B.C., HVI[3Y, m. Xapxis, ORCID: 0009-0001-4058-4026

Sadkovy V., Doctor of Public Administration, Professor,

National University of Civil Protection of Ukraine, Kharkiv,

Klochko A., Doctor in Law Sciences, Professor, Kharkiv National University of
Internal Affairs, Kharkiv,

Borysova L., Ph.D in Law Sciences, Associate Professor,

National University of Civil Protection of Ukraine, Kharkiv,

Nikitina L., Ph. in Technical Sciences, Associate Professor,

National Technical University "Kharkiv Polytechnic Institute”, Kharkiv,
Kolomiets V., National Technical University "Kharkiv Polytechnic
Institute™, Kharkiv

JAEPKABHA HOJITHKA Y COEPI TEXHIYHOI'O
SAXUCTY IHOOPMALII

STATE POLICY IN THE SPHERE OF TECHNICAL
PROTECTION OF INFORMATION

Y cmammi oocnidocyromeca numanns HayKo8oi po3pobKu npoodiemu 0eprHcasHoi
nonimuKu y cgepi mexniuno2o 3axucmy iHgopmayii, NUMAHHA OPeaHi3ayitiHux, NPAago-
8UX | MexHIYHUX 3axo00ie 3axucmy ingopmayii. Cchopmynvosani oCHOBHI HAnpamu pe-
anizayii 0epicasroi nOAIMuKY Wooo 3aXUCIY 0EPHCABHUX THHOPpMAYIUHUX pecypcis 8
IHhopMayitiHO-meNeKOMYHIKAYIUHUX CUCmemMax ma WisIXU BUKOHAHHS HU3KU 3aX00i6
8I0N0BIOHO 00 BU3HAUEHUX 3A60AHb. 3A3HAYEHO, WO BUMO2U De3neKu i0eHmu@iKytomocs
CUCMEMAMUYHOK OYIHKOIO PUBUKIG, SKI 8U3HAUAIOMb GIONOBIOHI YNPAGIIHCLKI Oii ma
npiopumemu YNPAGIiHHA PUUKAMU [HOpMayitinoi Oe3neku Oas 3a6e3neyeHHs: 3HU-
JHCEHHS PU3UKI6 00 NPULHAMHO20 pieHs. Busnaueni npunyunu ma OCHO8HI Hanpsamu
Gopmysanns i NPoBedeHHs 0epAHCABHOI NoIMuKY y cghepi mexHiuHo2o 3axucmy iHgop-
Mayii 01151 YHeMOJNCIUBIeHHS peanizayii 3a2po3u 0ns inghopmayii. 36epmacmucs ygaea Ha
ni020Mo6Ky | 8UOAHHA BIONOBIOHUX HOPMAMUBHO-NPABOBUX AKMIE MA HOPMAMUBHUX
OOKYMEHMIB 3 YPAXYBAHHAM MINCHAPOOHO20 00C8i0y. 3pobieHo 8UCHOBOK, Wo 3abe3ne-
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yumu 6e3nexy Komn romepuoi inghopmayii' 6 menekoMyHIKAYilHill Meperci HeMONCAUBO,
Max K aOCONOMHO 3aXUUleHd CUcmema Henpuoamua OJs ii BUKOPUCMAHHS, KPIM MO20
He CI WIAXU NOOOIAHHS De3NneKU PeaibHO 8I00Mi.

Knrouoei cnoea: oepoicasni inghopmayitini pecypcu, depacasna nonimuxa y cepi
MexXHIUH020 3axucmy iHghopmayii, 3axucm iHopmayitiHux pecypcis, 3acoou mexHiuHo2o
3axucmy ingpopmayii.

The article examines issues of scientific development of the problem of state poli-
cy in the field of technical information protection, issues of organizational, legal and
technical measures of information protection. The main directions of the implementation
of the state policy regarding the protection of state information resources in information
and telecommunication systems and the ways of implementing a number of measures in
accordance with the defined tasks have been formulated. It is noted that security re-
quirements are identified by systematic risk assessment, which determines appropriate
management actions and information security risk management priorities to ensure risk
reduction to an acceptable level. The principles and main directions of the formation
and implementation of state policy in the field of technical protection of information to
prevent the realization of threats to information are defined. Attention is drawn to the
preparation and publication of relevant normative legal acts and normative documents
taking into account international experience. It was concluded that it is impossible to
ensure the security of computer information in the telecommunications network, since a
completely secure system is unsuitable for its use, besides, not all ways of overcoming
security are really known.

Keywords: state information resources, state policy in the field of technical in-
formation protection, protection of information resources, means of technical infor-
mation protection.

IMocTtanoBka nmpodyemMu. 3aralbHONPUHHATOI OCOOJIMBICTIO Ta XapakKTe-
PUCTUKOIO 1H(MOPMAIITHOTO CYCHUIBLCTBA € HAasABHICTH 1H(OpMaIliiiHol i1H(pa-
CTPYKTYPH, IO CKJIQJIA€THCS 3 TEICKOMYHIKAIMHUX MEPEX Ta PO3MOAUICHUX Y HUX
iHbOpMaIIfTHUX pecypciB K 3amaciB 3HaHb. [Ipoliecu mepeTBopeHHs Ta peaizaiii
3HaHb yepe3 maTepianizaiito 1HGOPMAIIHHOTO PeCypCy OTPUMYIOTh PO3BUTOK 3a
paxyHOK BUCOKMX IH(QOpPMALIMHUX TEXHOJIOTIH, IO XapaKTEepU3YeThCS 3HAYHOKO
KUTBKICTIO IUPKYJIOI0Y0i KOMYHIKAIlIMHUMHU KaHajaMH 3B’A3Ky 1H(opwmarlii, a
TaK0X HasBHICTIO HEOOXITHHMX 3ac001B 11 30€pexeHHs], epecuiaHHsl, 00poOIeHH,
BUKOPUCTAHHS Ta 3aXHUCTY .

Tepmin «3axuct iHpopmariii» (anrit. Data protection) BusHavae CyKymHICTb
METO/IB 1 3ac001B, MO 3a0€3MeUyl0Th LUIICHICTh, KOHPIAEHIIHHICTh 1 AOCTYII-
HICTh 1HOpPMAIIii 32 YMOB BIUIMBY Ha HEl 3arpo3 MpUPOAHOTO abo MITYYHOTO Xa-
paKTepy, peaizallis SKuX MOXE MPU3BECTH J0 3aBJaHHS IIKOJU BJIACHUKAM 1 KO-
puctyBadam iHpopmarrii. be3reka 3BU4aifHO MOB’A3y€THCS 31 CTAHOM HOPMAJIBHO-
ro (QyHKI[IOHYBaHHS CYyCHUIBHUX IHCTUTYTIB Ta IHIUX (OpM COIlaIbHOI
HISUTBHOCTI, 31 CTAHOM 3aXHMINEHOCTI 00’ekTa (CHMCTEMH) BiJ 30BHIIIHIX Ta
BHYTPIIIHIX HETaTUBHUX BILUIUBIB, 3arp03, HeOe3mnek ToIo. [Ipu oMy OCHOBHUMHU
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00’eKTamMu, Ha SIKI HaIpaBJICH1 3aX0/IU 13 3a0e3neUeHHs 0e3MeKH, € JIIOUHA 1 TPO-
MaJITHUH, CYCIUIBCTBO 1 JIep)KaBa.

[Ipobiema popmyBaHHS Ta peanizallis AEP:KaBHOI MOJITUKU Y chepi TeX-
HIYHOTO 3aXUCTy JIepKaBHUX 1H(GOpMAIIHUX pecypciB Ta iHdopmailii, BUMora
MIOJI0 3aXHUCTy SKUX BCTAHOBJICHA 3aKOHOM, aKTyalli3y€ThCsl 3 ypaxyBaHHSM HO-
BUX TEHACHIIIN, BUKIUKIB 1 3arpo3 y KiOepmpocTopi, i THMH PU3HKAMH, IO
3 SIBJISIIOTBCS Yepe3 HEMOJKIIMBICTh KOHTPOJIIOBATH TEHJEHIIII 1 mporecu iHdop-
MalliHO-COLIAIBHOTO Ta IHPOPMALIHHO-TEXHOJIOTTYHOTO PO3BUTKY.

AHaJi3 ocTaHHiX gocjiakeHb i myOaikamiid. [lutanns 3axucry iH)Op-
Malii, y TOMy 4YHUCIi JAep>KaBHUX 1HQOpPMaALIHHUX pecypciB, POSKPUBAIM BITUM3-
HSIHI JOCIIJJHUKH y pO3pi3l CBOiX reHepayibHux aociimkenb: O./]. Jlosrans, B.A.
Jlinkan, B.I'. [Tumumayk, A.M. T'y3, T.FO. Tkauyk, O.b. Po3BamoBchkuii, O.0.
[TyuxoB Ta iHUI. EQEeKTUBHICTD AISAIBHOCTI JE€p>KaBHUX OpraHiB y cepl 3axucty
iHbopmartii Ykpainu Oyna nmpeameToM nociimkenb BueHux A.l. Mapymaka, O.K.
IOnina, O.B. Cocuina. Ha nymky I'. IlodenioBa, iHdopMaliiiHy MOJIITUKY HEOO-
X1THO PO3TISAIATH SIK CyKYMHICTh MPHUHIIMIIB, MiAXOMIB, BU3HAYAILHUX 3aKOHIB
¢dbynkuionyBanHsa uHdopmaiiiinoi cepu [4, c. 12]. B.I. A6pamos, I'.I1. CuTHuk,
B.®. CMOnsHIOK pO3IJIA1al0Th IHPOPMALIHY MOJITUKY JAEPKABU K TISIbHICTD
7epkaBu B 1HGOpMaIIiitHii cdepi, CIpIMOBaHy Ha 3aJI0BOJICHHS 1H(OpMAIITHUX
noTped JIOIMHU 1 TpoMasiHIHA Yepe3 (opMyBaHHS BIAKPUTOro iHGOPMALIIITHOTO
CyCIUIbCTBA HAa OCHOBI PO3BUTKY €AMHOr0 1H(OPMALIMHOrO MPOCTOPY LUIICHOI
Jiep>KaBU Ta MOro 1HTerpallii y cBiToBui iHGOpPMAaIIMHUI POCTIP 3 ypaxyBaHHIM
HalllOHAJIBHUX OCOOJMBOCTEH 1 IHTEpPECIB MiJ yac 3a0e3neyueHHs 1HpopMaliiitHOl
0e3IeKn Ha BHYTPIIIHRO JIEPKABHOMY Ta MI>XKHAPOJIHOMY PIBHSX [5, . 6].

IMocTtanoBka 3aBAaHHsA. MeTOIO CTaTTI € OOIpYHTYBaHHS MPIOPUTETHUX
3aBJaHb 3aXUCTY 1HPOpPMAIT].

Buxkaang ocHoBHOro marepiajiy. HaykoBo-TexHiuHMI TIporpec BCTaHOBHUB
nepes JIJICTBOM BIJIMOBIJAIBHICTh 32 BUKOPUCTAHHS OTPUMAHOI MOTYTHOCTI —
«PO3BUTOK TEXHIKH HeCe HEOOMEKEH1 MOXKIIMBOCTI ISl ToOpa 1 31a» [3, c. 76].

[Iporpec y pi3HHMX Taiy3sX HayKH 1 TEXHIKM MPHU3BIB 10 CTBOPEHHS KOM-
MaKTHUX Ta BUCOKOC(PEKTHUBHUX TEXHIYHUX 3aCO0IB, 32 JOMOMOTOIO SIKHX MOXKHA
MIIKJTF0YaTUCh 10 JIHIA TeJICKOMYHIKAIli Ta PI3HOMAHITHUX TEXHIYHHX 3ac00iB
OINpaloBaHHs 1HPOpMaILIii 3 METOIO 3100yBaHHS, IEPECUIIAHHS Ta aHANI3y JaHUX.
KomyHikariiitne o6magHaHHs, sIKE BUKOPHUCTOBYETHCS B MEpexax 3B’sI3Ky, TEpe/-
0avae AMCTaHUIMHUN OCTYI 10 MOTO amapaTHUX Ta MPOrpaMHUX 3ac00iB, IO
CTBOPIOE YMOBH JJIsi HECAHKIIIOHOBAHOT'O BIUIMBY Ha iX (DYHKIIOHYBAaHHS 1 KOH-
TPOJIIO 32 OpraHi3alli€lo 3B’ 43Ky Ta 3MICTOM IOBIJIOMJICHb, SIKI IEPECUIIAIOThCA. 3a
TaKMX YMOB CTBOPHJIUCh MOKJIMBOCTI BUTOKY IH(OpMalli, HOPYIIEHHS 11 LIlIiC-
HOCTI Ta OJIOKyBaHHSI.

Hebe3neka € 00’€KTUBHOIO 1 OYEBUIHOIO CyOCTaHII€I0, 110 MAa€ MICUE B
peanbHiil AiiicHocTi. [IparHeHHsT moAMHUA yOe3NeuuTrCs Bl 3arpoXkKylOUuX YHH-
HUKIB, SIBUIII 1 TIPOIIECIB € IPUPOJIHMM 1 aKTyaJIbHUM. be3neka, To0TO cTaH 3axwuiie-
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HOCTI KUTT€BO BAXXJIMBUX 1HTEPECIB TPOMAJIIHUHA, CYyCHILCTBA, JACP>KaBH, JIFO-
cTBa 1 IMBLMI3amii BiJ HeOe3meK, — I€ OJHAa 3 HaWBaXXJIMBININX IIHHOCTEH
coliaJibHOro OyTTs Jojield, 000B’sI3K0Ba MepelyMOBa ICHYBaHHS 1 MOJANbILIOTO
PO3BUTKY JIIOJICTBA. be3neka moBMHHA CTBOPIOBATH TapMOHIIO 1 MepedoproBaTH
OPOTUPIYUSL Y BIIHOCHHAX «JIIO/IMHA — TEXHIKA», «TEXHIKA — TEXHIKay, <JIIOAUHA —
HABKOJIMIITHE CEPENIOBUIIEY, y B3aEMHUHAX MDK JIFOABMH, 0COOOI0 1 JEpkKaBolo,
CYCHIJIBCTBOM, MK HAIlISIMH 1 Aep>KaBaMHU.

Peanizanis nqep:kaBHOI MOMITUKY IIOJ0 3aXUCTY JAEp>KaBHUX 1H(OpMALIITHUX
pecypciB B iHGOpMaIIHHO-TEJICKOMYHIKAIIIMHUX CHCTEMax TOJISATaE y:

— MIATOTOBII MPOMO3UIIIM A0 BU3HAYCHHS 3arajbHOI cTpaTerii Ta mpiopu-
TETHUX HaNpsMIB JISIBHOCTI y cepl 3aXUcCTy JepKaBHUX 1HPOpMaLIMHUX pe-
cypciB B iHGOPMAIIHHO-TEIEKOMYHIKAIIIMHUX CUCTEMAX;

— BUKOHAHHI OOOB’A3KIB YIOBHOBa)KEHOTO Oprany y cdepl 3axXUCTy 1H-
dbopmariii B iHhopMaLIfHO-TEIEKOMYHIKAI[IHHUX CUCTEMaX;

— po3po0JeHH] MOPSAKY Ta BUMOT JI0 3aXHUCTY JIepKaBHUX 1H(POpMAIIHHUX
pecypciB B iH(popMaIiitHO-TEIEKOMYHIKAIIHMHUX CUCTEMaX, a TaAKOX MOT0JPKSHHS
IPOCKTIB HOPMATUBHO-TIPABOBUX aKTiB 3 ITUX IMUTAHb;

— po3poOJieHHI KPUTEPIiB Ta TMOPSJIKY OIIHIOBAHHS CTAaHY 3aXWIIEHOCTI
nepkaBHUX 1H(GOpMAIIHHUX pecypciB B 1HGOPMAIIHHO-TEIEKOMYHIKAIIIMHUX CH-
cTeMax TOIIO.

Peanizais nepkaBHOT MOJITUKUA 3a0€3MEUYETHCS IUISIXOM BUKOHAHHS HU3-
KM 3aXO0JIIB BIAITOBIIHO JI0 BU3HAUCHUX 3aBJIaHb, a CaMe:

— METOJWYHOTO KEPIBHUIITBA Ta KOOPAHMHAII] MiSUTbHOCTI OPTaHiB JepKaB-
HOI BJAJM, OPraHiB MICIIEBOTO CaMOBPSIyBaHHs, BINCHKOBUX (OPMYyBaHb,
HIJIPUEMCTB, YCTAHOB 1 OpraHizaliil He3aJle:KHO Bia (JOPMH BJIACHOCTI 3 MUTaHb,
MOB’SI3aHMX 13 3amo0iraHHAM BYMHEHHIO TOpYIIeHb Oe3nexku iHdopmarii B 1H-
dbopMaliifHO-TeJIEKOMYHIKAIIMHUX ~ CHUCTeMaX, BHSBJICHHSM Ta YCyHEHHSIM
HACTI/IKIB 1HIITMX HECAHKIIIOHOBAHUX [ MIOJO0 JEPKABHUX 1H(POPMAIIHHUX pe-
cypciB B iHGOPMAIIHHO-TEIEKOMYHIKAIIIMHUX CUCTEMAX;

— HAKONMYEHHS Ta aHaJi3y JaHUX PO BUMHEHHs Ta/abo0 cipoOu BUMHEHHS
HECAHKI[IOHOBAHUX i MI0OJ0 JIep’kaBHUX 1H(OpPMALIHHUX pecypciB B 1HQOp-
MalifHO-TEJICKOMYHIKAIlIMHUX CHUCTeMaX, a TAKOX MPO X HACTIAKH,

— Oprasizauii Ta 31iCHEHHs OL[IHIOBaHHS CTaHy 3aXUILEHOCT] JepHKaBHUX
iHopMaIIiHUX pecypciB B  1HPOPMAIIHHO-TEICKOMYHIKAIIMHUX CUCTEMAaX,
HaJIaHHS BIIOBITHUX PEKOMEH IAIIii.

Braxaetrscest (C.E. Ocranos, C.I1. €sceeB, O.I'. Kopons) , mo cucrema 3a-
XUCTy iHopMaIli HEe MOXe 3a0€3MedYuTH CTOBIACOTKOBHM edekT. BimmosigHo,
BU3HAYAETHCS MEBHUM piBEeHb 1H(OpMaIliiiHOT Oe3neku, sIKui BioOpaxae mpuily-
CTUMHM PU3MK 11 CIIOTBOPEHHS, 3HUILEHHS, HECAaHKI[IOHOBAHOTO JOCTYIY Ta BH-
TOKy. TakuM 4YMHOM, OCHOBHE 3aBJaHHs 3aXUCTy iH(}opMmalii nmoyisrae B TOMy,
00 3J1aM cUCTeMH BiI0YBCs SIKOMOTra Mi3HilIe Ta/abo He MaB CYTTEBUX HACIIJIKIB
JUTs 11 PYHKITIOHYBaHHS ¥ BUKOPUCTAaHHA 1H(QOpMAIIii, 1[0 HEIO [IUPKYIIIOE.
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Bumoru Ge3nekn 11eHTU(PIKYIOTCS CUCTEMATUYHOIO OLIHKOIO PU3UKIB 0€3-
neku. Pe3ynbraty OIMIHKM PU3MKY BH3HAYAIOTh BIJIMOBIIHI YHPABIIHCHKI Jii Ta
MPIOPUTETH YIIPABIIHHS PU3UKaMU 1H(OPMaLIIHHOT O€3MeKH 1 BOPOBAHKEHHS KOH-
TPOJIIB, BUOpPAHUX JUIs 3a0€3MEUYCHHS 3HWKEHHSI PU3UKIB J0 MPUHHSATHOTO PIBHS.
OuiHka pU3UKIB MOBMHHA NEPIOAMYHO MOBTOPIOBATHUCS JJIsl BpaXyBaHHS 3MiH, SIKi
MOJKYTh BIUTMHYTH Ha PE3yJbTaTH OLIHKHA PU3UKY. MeTa SKICHOI OI[IHKU PU3UKIB —
pamXyBaTH 1H(MOpMaIliiHI 3arpo3u Ta HEOE3MEeKH 3a PIZHUMU KPUTEPISIMH, CUCTEMA
SKUX JI03BOJIUTH CPOpMyBaTH €(PEKTHBHY CHCTEMY BIUTMBY Ha HuX. J[ms1 3a6e3me-
4yeHHs iHpopMaIliiiHOi Oe3MMeKu BIPOBAIKYETHCSA BINMOBIAHUN HaOip KOHTPOIIB,
KU BKIIIOYAE TOJITUKY, MPOLIECH, MPOLEypH, OpraHizaliiHi CTPYKTypH 1 Ipo-
rpamHi Ta anapartHi ¢yHkiii. BuGip koHTponiB Oe3neku 3aueXuTh BiJ] yIIPaBIiHCh-
KUX PIIlICHb, OCHOBAHUX HAa KPUTEPISAX MPUUHATTS PU3UKY, BapiaHTaX 0OpoOKH pu-
3Ky Ta 3arajlbHOMy MIIXOAl 0 YINpPaBIiHHS PU3UKOM, 3aCTOCOBHOMY B Op-
rafgizailii, 1 MOBHHEH TaKOX BIANOBIJaTH YCbOMY YMHHOMY HAI[lOHAIBHOMY I
MDKHApOJHOMY 3aKOHOJABCTBY Ta HOPMAaTUBHUM JIOKYMEHTaM.

OTtxe, Oesneka, sika MOXKe OyTH JOCSATHYTa 3a JOMOMOI'OI0 TEXHIYHHX 3a-
co0iB, € 0OMEKEHOI 1 Ma€ MATPUMYBATUCh BIAMOBIIHUM YIPABIIHHAM Ta IPO-
1eaypamMu, 10 BKJIIOYAIOTh CHELiaIbHI TEXHIYHI 3aCO0M Ta METOAM 3aXUCTY 1H-
dbopmarrii BiJ HECAHKIIIOHOBAHOTO JOCTYITY.

Konuenuist TexHiuHoro 3axucty iHgpopmauii B VYkpaiHi (Ilocranosa
Kabinery MinicTpiB Ykpainu Big 8 xoBTHA 1997 p. Nel126) Bu3Hauae oCHOBH
Jep>KaBHOI TOMITHKH Yy cdepl 3axucty iHpopMarlii iHKEeHEPHO-TEXHIYHUMHU 3aX0-
namu. Texaiuynuit 3axuct iHPopmarii (T3]) € ckiamoBo0 YaCTUHOW 3a0e3MeUeH-
Hs HaIllOHAJIbHOI Oe3neku Ykpainu. CTparteris 3axucTy iHdopmMarlii BU3Ha4ae oc-
HOBY 711 MOOYJIOBH KOMILJIEKCY 3ax0JiB 1070 iH(opMaIliiiHoi 0e3neku, nepe-
Oadaroun HeOOX1/1HI, KOHKPETHI 3aCO0M 3aXUCTY, SIKI € HAHOUIBII JI€EBUMU 3 TOUKH
30py HasBHUX i1H(}opMamiiHuX, (HIHAHCOBUX Ta JIOJCBKUX pecypciB. Hampsmu
po3BUTKy T3] 00yMOBIIOIOTECS HEOOXIAHICTIO CBOEYACHOI'O BUKOPUCTaHHS 3a-
XO/IIB, aJIeKBaTHUX MaciiTabam 3arpo3 s iHdopmariii, 1 IpyHTYIOThCS Ha 3aca-
Jax TMpaBOBOi, COIIAJbHOI, JAEMOKPATUYHOI JepKaBU BIAMOBIIHO JO TMpaB
cy0’exTiB iHGOpMAIIHHUX BIIHOCHH Ha AOCTYM 10 iH(opmalii Ta ii 3aXHCT.

[Tpunnunamu GopMyBaHHS 1 TPOBEACHHS JEPKABHOI MOJITUKH Yy chepi
TEXHIYHOT0 3aXUCTy 1H(hOopMallii €:

— JOTpUMaHHS OajaHCy IHTEpeCciB 0COOHM, CyCHUIbCTBA Ta JEpPXKABH, iX
B3a€MHA BIJIIOBIIAILHICTE;

— EIHICTh MIAXOMIB /10 3a0€3MEUCHHS IbOT0 3aXUCTY, SKI BHU3HAYAIOTHCS
3arpo3amu Oesreri iHgopMailii Ta peKUMOM JOCTYITY 10 HEl;

— KOMILJIEKCHICTh, ITOBHOTA Ta 0€3MepPEPBHICTh HOT0 3aX0/1B;

— BIAKPUTICTh HOPMATUBHO-IIPABOBUX AKTIB Ta HOPMAaTUBHUX JTOKYMEHTIB
3 MUTaHb TAKOTO 3aXUCTY, SKi HE MICTATh BIJOMOCTEH, IO CTAHOBJIATH JEPKaBHY
TAEMHHUIIIO TOLIO.

OCHOBHUMMHU HanpsMaMmH AEP>KaBHOI MOJTITUKUA Y cPepl TEXHIYHOTO 3aXUCTY
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1H(popmarlii, sIKl 3yMOBJICH] IPIOPUTETHICTIO HALIOHAJIBHUX 1HTEPECIB 1 MAIOTh HA
MeT1 YHeMOKJIMBIICHHS peati3allii 3arpo3u i iHdopMaliii, BACTYIalOTh:

— 1i HOpPMAaTHBHO-NPaBOBE 3a0€3MEYCHHS: YIOCKOHAJIECHHS YHHHUX Ta
CTBOPEHHS HOBUX HOPMAaTHBHO-TIPABOBUX aKTIB IIOAO 3aXUCTy iH(opmarrii, ska
CTAHOBUTH JIEpKaBHY Ta IHIIY MepeadavyeHy 3aKOHOM TAaEMHHIIO, KOH)IIeH-
1iiHO1 1H(OopMallli, 1110 HAJEKUTh JEPKaBi;

— po3po0JeHHs HOPMATUBHO-TIPABOBUX aKTIB MO0 3aXUCTy BIAKPHUTOI 1H-
dbopmartii, BaXXJIMBOI I 0COOH, CYyCITUIBCTBA Ta JICPKABH;

— YJIOCKOHAQJICHHSI TIPAaBOBUX MEXaHI3MIB OpraHi3alliifHOro 3a0e3nedyeHHs
TEXHIYHOTO 3aXHCTy 1H(HOpMAITii;

— YJOCKOHAJICHHSI HOPMAaTUBHO-TIPABOBUX AKTIB 11010 YMOB 1 IIPaBUJI IPO-
BaJKEHHS A1SUIBHOCTI y cepl TEXHIYHOTO 3aXUCTY 1HPOpMaIlii;

— YJOCKOHAJICHHSI HOPMATHUBHO-TIPABOBUX aKTIB MO0 3/1MCHEHHS KOH-
TPOJIIO 3a IMIIOPTOM 3 METOIO BIPOBAKEHHSI B YKpaiHi 1HO3EeMHHX 1H(OpMaIiii-
HUX TEXHOJIOT1H 3 3aXUCTOM 1H(OpMallii TOIIO.

[IpuBenenns indopmariitnux BimHocuH y cdepi T3I y BianmoBigHICTH 13
MDKHApPOJHUMHU CTaHJIAPTaMU CHPUITUME YTBEPIKEHHIO YKpaiHU y CBITI SIK Jie-
MOKpPaTHUYHOI, COIaJIbHOI, MPaBoOBOi AepxkaBu. Ciijl 3BepHYTH yBary Ha Ba)KIIUBE
MOJIOKEHHS, 1[0 Ma€e OyTH TMOKJIAaJeHe B OCHOBY (POPMYBaHHSI CUCTEMH 3aXUCTy
JAHUX TIPU MDKAEPKaBHIN CHiBIpalll, OCKUIbKY rapaHTyBaTu 1H(OpMaLiiiHui cy-
BEpEHITET YKpaiHu MpU MIKXHAPOTHOMY iHPOpMAIIHHOMY 00MiHI O€3 CTBOPEHHSI
e(eKTUBHOT CUCTEMH TEXHIUHOTO 3aXUCTy 1H(HOpMAIIil TPAKTUYHO HEMOKIIUBO.

[ToganpmMM KpOKOM y HANpSMKY OpraHi3allii Ta 3[1MCHEHHS OIL[IHIOBaHHS
CTaHy 3axHUIIEHOCTI ACp)KaBHUX 1HGOPMAIIMHUX pecypciB B iH}opmaliiHo-
TEJIEKOMYHIKAIITHUX CUCTEMaxX Ma€ CTaTH MIArOTOBKAa Ta BUJAHHS BIIMOBIIHUX
HOPMAaTUBHO-TIPABOBUX aKTiB Ta HOPMATUBHUX JOKYMEHTIB, 5Kl 0, 3 ypaxyBaHHAM
MIXHAPOJHOTO JIOCBily, JO3BOJMIIM ONTHUMI3yBaTH BUPOOJICHHS €IUHUX KpH-
TEpIiB Ta MOPSIAKY TAKOT'O OI[IHIOBAHHS.

OO00B's13K0BOI0 YMOBOIO 3a0€3IeUeHHs 3aXUCTy 1HGOpMAIIii, IKa IUPKYIIIOE
B 1H(POPMALIITHO-TEIEKOMYHIKALIMHUX CHUCTEMaX Ta Ha 00'ekTax 1H(POpMaLIAHOI
TISIIBHOCTI, € oJiepKaHHs 00'€KTUBHOI OIIHKHM PIBHS 3aXHINEHOCTI 1HGOpMAIlii,
110 31HCHIOETHCS MIJISIXOM ITPOBEJCHHS JIEPKABHOI €KCIIEPTHU3H Ta aTeCTallli.

[Tepenik 3aco6iB T3I dhopmyerhes BianoBigHo 10 1. 17 [lomoxkeHHs mpo
TEeXHIYHUM 3axucT iHpopMalii B YkpaiHi, 3aTBep/keHoro Yka3zom llpesuaenra
VYkpainu Big 27 BepecHst 1999 p. Ne 1229 1 npusHauenuii 111 BUKOpUCTaHHSA Ccy0'-
€KTaMU CHCTEMH TexXHiuHOTo 3axucty iHpopmarii (T31) mig yac po3pobiieHHs,
MoJepHi3allii Ta BpoBapkeHHs koMiuiekciB T3] Ha 00’ekrax iHpopMariiiHoi 1i-
sutbHOCTI (OIJ]) Ta KOoMIIekcHux cucteM 3axucty iHpopmarii (KC3I) B aBroma-
tuzoBaHux cucremax (AC).

[lepenik MicTUTh HOMEHKIIATypy 3aco0iB T3l (TexHiyHUX 3ac001B, OCHOB-
HUM (DYHKITIOHAJILHUM MPU3HAYCHHSAM SIKUX € 3aXHUCT iH(popMalii BiJ 3arpo3 BU-
TOKY, TOPYILIEHHS IUTICHOCTI Ta OJIOKYBaHHS; TEXHIYHUX 3aC00iB, B SIKUX J10JAT-
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KOBO JI0 OCHOBHOTO MpU3HAYEHHA nependaueHo QpyHKIii 3axucty iHdopmailii; 3a-
co0i1B, K MpU3HAYEHI, CHEIIaIbHO PO3pOo0sIeH] a00 MPUCTOCOBaHI IS MOIIYKY
3aKJIaJIHUX TPUCTPOIB 1 SIKI CTBOPIOIOTH 3arpo3y uisl iHdopmarlii; 3aco0iB, sKi
CHeIiajJbHO po3pobiieHi a0 MPUCTOCOBAHI JJIsl OI[IHIOBAHHS 3aXUIIEHOCTI 1HGO-
pMariii), BIAMOBIAHICTh SIKHX BUMOraM HOPMATHMBHMX JOKYMEHTIB 3 muTaHb 13l
3aCBITYEHO CepTU(]IKATOM BiAMOBIIHOCTI 200 MO3UTHBHUM C€KCIICPTHHM BHCHOB-
KOM, OJIEP’)KaHUMH y TIOPAJIKY, SIKHH BCTAHOBJICHO HOPMATUBHO-TIPABOBUMH aKTa-
mu: [IpaBunamu npoBeaeHHs poOiIT 13 cepTudikaiiii 3aco6iB 3axucty iHbOpMaIlii,
3aTBEP/KEHUMH CIIUTBLHUM HakazoM Anminictpartii [epxcmenss's3ky Ta Jlepikce-
noxuBcTanAapty Ykpainu Big 25.04.2007 p. Ne 75/91 ta [lonoxeHHsiM npo nep-
’KaBHY €KCIepTU3y B cpepl TEXHIYHOTO 3aXUCTy iH(opmalii, 3aTBepAKEHUM Ha-
ka3zoMm AnminicTpaiii Jdepxcnen3s's3ky Ykpainu Big 16.05.2007 p. Ne 93.

Buxkopucranns 3aco6iB uporo Ilepeniky mia yac cTBOpEHHS, MOJAEpHI3allil
ta BrpoBakeHHS komiuiekciB T3 na OIJ] Ta KC3I B AC He yBuIbHS€E Big HEOO-
X1HOCT1 OIIIHIOBaHHS BIJMOBIAHOCTI JTOCSATHYTOTO PIBHS 3axuCTy i1HGOpMaIii
BCTAHOBJICHOMY BMMOTaMU HOPMAaTHBHHMX JOKyMeHTIB 3 T3l, sike 371iiCHIOETHCS
nursixoMm arectanii komiiekciB T3I va OIJ] abo excnieptuzu KC31 B AC.

MopnepHizanis 3aco0iB T3] B KOMIT'IOTEpHUX CHUCTEMAaX 3IIMCHIOETHCS Y
BIIMOBIAHOCTI 3 okpeMuM T3 ab0 JTOMOBHEHHSAM 0 OCHOBHOTO T3 Ha CTBOpPEHHS
3aco0y T3I. T3 (nonoBHeHHs 10 0cHOBHOTO T3) po3podiiseTbes Ta 0hOpMIISETHCS
BignoBigHo 10 unHHUX JICTYVY 3 ypaxysanuasm sumor HJ[ T3I 3.7-001-99. Bcra-
HOBJIIOE €IMHI BUMOTH JIO MOPSJKY CTBOPEHHS, BIPOBAKEHHS, CYIPOBOIXKEHHS
Ta MOJEpHi3allli 3ac00IB TEXHIYHOTO 3aXUCTy 1H(OpMaIlii BiJl HECAHKI[IOHOBAHOTO
JOCTYIy B KOMII'FOTEPHUX CHUCTEMax Ta 3aXHUIIEHUX BiJl HECAHKIIIOHOBAHOIO J10C-
TYyIy KOMIIOHEHTIB OOYHMCIIIOBAJIbHUX CUCTEM.

BucHoBku. JlisbHICTS OpraHiB BUKOHABYOI Biaau y chepi 3ade3nedeHHs
iH(popmarliiinoi 6e3neku Ykpainu mae OyTH 30cepelkeHa Ha KOHCTPYKTUBHOMY
MOETHAHH] JISJIBHOCTI 3aXMUCT 1H(popMauii (30kpemMa, 3a0e3rnedeHHs] KOH(iaeH-
IIKHOCTI, IUTICHOCTI Ta TOCTYMHOCTI 1H(OpMAIIii, y TOMY YHUCIi TEXHIYHOTO 3aXHU-
CTy 1HQopMallii B HalIOHANBHUX 1H(OPMAILITHUX pecypcax BiJ KiOEpHETHUHHUX
atak). BaxxnuBe wmicie y BupilieHHI mpoOiemu 3a0e3nedyeHHs 1HpopMaliiftHoi
Oes3reky 3aiiMae peanizallisi CHCTeMH KOMIUIEKCHOTO 3aXUCTy 1H(opmaillii, KoTpa €
MOETHAHHSAM Y €JTUHE 11JIe OKPEMHX €JIEMEHTIB, MEXaH13MIB, MPOIIECIB, SBUIII, 3aX0-
7B, 3ac001B 1 porpaM 3axucTy iH(opmarlii, B3aEMO3B’SI30K SIKUX CIPHsIE peai3a-
i 1iJIel, KOHIENTYaJIbHOTO MIAX0AYy /10 MUTaHb (DYHKI[IOHYBaHHS 1 CTPYKTYPHOI
o0y 10BU CHUCTEMU 1H(HOPMAIITHOTO 3a0€3MeUeHHS OXOPOHH 1 3aXHCTY.

3abe3neynT a0CONIOTHY O€3MeKy KOMIT IOTEepHOi iH@opMallii B TeleKo-
MYHIKaLIIHIA MepeXl HEMOXKIIMBO, TaK K a0COJIOTHO 3aXHWIIEHa CHUCTEMa He-
npuaaTHa s 11 BUKOPUCTAHHS, KPIM TOTO HE BC1 IIJISXHU MOM0JIaHHS O€3MeKu pe-
aJILHO B1JIOMI.
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